Pexomenpanum no 3ammure MHGOPMANMHU B LeJIAX NPOTHUBOAEHCTBHS HE3AKOHHBIM
(puHaHCOBBIM OnepanusaM

Pexomenpganmu 1o 3ammre WHPOPMALUU B LEISIX HPOTUBOACUCTBHS HE3aKOHHBIM
¢bunancoBbIM oneparusam pazpadoranbl OO0 « YK «MHarpus» (nanee - Ypapisionas KOMIAHUS)
B cooTBeTcTBUM ¢ TpeboBanusmu llonoxenuss banka Poccum or 20.04.2021 N 757-IT1 "O6
YCTaHOBJICHUH O0O0S3aTEeNbHBIX MJIS HEKPEOUTHBIX (DUHAHCOBBIX OpraHu3aluil TpeOOBaHUN K
00eCnevYeHNI0 3auThl HHPOPMAIIUU TPU OCYIIECTBICHUH JCSITSILHOCTH B cepe (PUHAHCOBBIX
PBIHKOB B LIEJTISIX NMPOTHUBOACHCTBHS OCYIIECTBICHUIO HE3aKOHHBIX (PMHAHCOBBIX orepanuil”’ u
HaNpaBJIeHbl Ha 3aIIUTY MHPOPMALMU OT BO3JEHCTBUS MPOTPAMMHBIX KOJOB, IMPUBOAALIMX K
HApYLICHUIO IITATHOTO (PYHKIIMOHUPOBAHUS CPEACTB BHIYMCIUTEIIHON TEXHUKHU (BPEIOHOCHBII
KOJ1), B LIEJIAX MPOTUBOICHCTBHS HE3aKOHHBIM (DUHAHCOBBIM OTIEPALIUSIM.

PexoMenpanuu mopasiexar JOBEeIECHUIO M0 cBeleHUs KIMEHTOB myTeM pa3MelieHus Ha
caite Ypasisrolen KOMIIaHUU B ceTH MIHTepHeT.

1. YBepomiieHHEe O BO3MOXKHBIX PUCKAX IMOMYyYEHHS HECAaHKIIMOHHUPOBAHHOTO JIOCTYIA K
3aluIIaeMoil MHGOpMalMKU C IEeJbI0 OCYIIECTBICHUSI (UHAHCOBBIX ONEpanuil JTUIAMHU, He
00J1aJafOIMMU TIPABOM UX OCYIIIECTBIICHHS.

KnuenTsl Ypassonieii KOMIIaHUN HECYT PUCKH HETATUBHBIX MOCJIEICTBUI BCIIEICTBUE
CIEAYIOMUX 00CTOSATEIBCTB:

— TMOJIyYCHHE TPETHHMH JIMIIAMH JIOCTYyTA K MEPCOHATBHBIM JaHHBIM U WHOW 3HAYUMOM

uH(popMaluu KOHPUACHIINATHLHOTO XapaKkTepa, a TAaKKe UX pas3rialleHue;

— yTpara, noteps (xuileHue) uaeHtudukaropoB gocryna Kimenra, ¢ ucmnoib3oBaHHEM

KOTOPBIX, OCYIIECTBIISIIOTCS (PUHAHCOBBIE OIEPAIINH;
— BO3JICHCTBUE BPEIOHOCHOTO KOJa Ha ycTpoiicTBa KiineHTa, ¢ KOTOPBIX COBEPIIAIOTCS
(uHaHCOBBIE OlIEpallH;

— COBepIIeHUE B OTHOIICHUN KiMEeHTa WHBIX TPOTHUBONPABHBIX JCHCTBUMN, CBSI3aHHBIX C

nH(pOpMaIMOHHOM 0€30MMaCHOCTHIO.

2. B nensx npe1oTBpalieHUs pUCKOB, CBS3aHHBIX C ITOJIy4Y€HHEM HECAaHKLIMOHUPOBAHHOTO
JocTyna K 3amuiaeMoi nHdopMaluy, B TOM YUCIIe Npu yTpare (rmorepe, xumieHun) Kinuenrom
YCTPOICTBA, C UCIIOJIB30BAHUEM KOTOPOTO UM COBEPIIAIUCH JEHCTBUSA B LIENAX OCYLIECTBIICHUS
(¢uHaHCOBON omepaluu, KOHTPOJIsI KOH(PUIYpallUHd YCTPOICTBAa, C MCHOJIb30BAaHUEM KOTOPOTO
Knuenrtom coBepmiaroTcss AEWCTBUS B LENAX OCYLIECTBICHHMS (PUHAHCOBOHM omepanuu, u
CBOEBPEMEHHOTO OOHApyXEHHsSI BO3AECHCTBHSI BPEJOHOCHOTO KOJIa PEKOMEH]IyeM INPUHUMATh
CJIEIyIOIINE MEPBI:

1) ucronb30BaTh U XpaHUTh YCTPOHCTBO TAKUM 00pa3oM, 4TOOBI HCKIFOYUTH BO3MOKHOCTh
€ro XHIIEHUS U HECAHKIIMOHUPOBAHHOTO UCIIOJIb30BAHNS;

2) UCHOIB30BaTh COBPEMEHHBIE U aKTyaJbHbIe METOAbI OJ10KHUPOBKU ycTporcTB (TouchlD,
FacelD, [lun-xox u ap.);

3) ycTaHaBiIMBaTh Ha/I€KHBIE APOJIM U HE UCIIOJIb30BATh OMH apoJib KO BCEM CHCTEMaM,
PETYJISIPHO MEHATH MapOoJIv, XPaHUTh MAPOJIM B TaliHE OT BCeX JIUL, 0e3 UCKIIIOUSHHUS;

4) 00s13aTeNIbHO OJIOKMPOBATH YCTPONCTBO;

5) npu yTpare (moTepe, XUIIeHUH) yCTPOHCTBA 03a00TUTHCS O CMEHE MapoJieil JocTymna K
CUCTEMaM;

6) mpoBepsATh PEKBU3UTHI M HE C€OOOLIATh TPETbUM JiMIaM noiydeHHyro B CMC
COO0IIeHUAX NH(OPMAITHIO;

7) UCTI0JIB30BaTh TOJIBKO JUIIEH3MOHHOE MPOrpaMMHOE 00ecTIeUeHuE;

8) BBINOJNHATH MpaBWiia, TPEOOBAHUS, MOJOKEHUS, YCTAHOBJIEHHBIE HKCILTYaTal[MOHHOMN
JIOKYMEHTaIMeH Ha MporpaMMHoOe obecrieueHne, THPOPMALMOHHYIO CUCTEMY (pecypc), CpeacTBa
3alUThl MH(OPMALIMHY, BKIIIOYasi CPEJCTBA DJIEKTPOHHON MOJIUCH, HCIONIb3yeMble pru oOMeHe
uHpopManuei;



9) aBTOMaTHYECKH YCTaHABIMBATh OOHOBJICHHUS IPOTPAMMHOTO O0ECTICUCHUS;

10) ycranaBnMBaTh NUPUIIOKEHHUS, CKauyaHHBIE TOJBKO C O(QUIMATBHBIX Mara3MHOB
npunoxenuit (App Store wim Google Play) umu ¢ caiiToB mpou3BoAUTENEH;

11) ucnonp30BaTh aHTUBUPYCHOE MPOrpaMMHOE OOECHeueHHe M BCTPOSHHBIE CPENCTBA
MEXCETEBOT0 IKpaHUpOBaHus (OpaHaMaydDp);

12) HacTpouTh aBTOMAaTHUYECKYIO IOJHYIO IPOBEPKY YCTPOWCTB HAa NPEAMET HalIU4us
BUPYCOB U BPE€IOHOCHOT'O IPOrPaMMHOTI0 KOJIa HE peXe OJTHOIO pa3a B HEAEIIO;

13) mpu BO3HUKHOBEHUH MTOA03PEHUS HAa HAINYKE BUpYca (PU3HAKY - HETUITUYHAs paboTa
YCTPOMCTBA, 4YacTO€ IOSBJICHHE COOOILEHHI O CHUCTEMHBIX OIIMOKaxX M cOOfAX, 3HAUYUMOE
3aMeyieHHe paloThl, YBEIMYEHHE HCXOAALIETo/BXoadmiero Tpaduka W T.I.) MPOBECTU
JIOTIOJIHUTEIIbHBIE TPOBEPKHM M IPUOCTAHOBUTH paboOTy ¢ (QuHaHCOBON HHpopManuend a0
yCTpaHeHUs IpooIieM;

14) He nmocemare HeouLUaNbHBIE U MOJO3pUTENbHBIE HTEpHET-pECypCH, a TaKkKe He
UCTIO0JIb30BaTh HEO(PHUIMATBHBIE U TIOJJO3PUTEIHHBIE MOOUIIBHBIE TPHIIOKEHHS,

15) ncnonp3oBaTh A XpaHEHUS KIIOUYEH 31IEKTPOHHONW NMOJNMCH BHEIIHUE HOCHUTEINH,
HACTOATEIbHO PEKOMEH]IyETCS HCII0JIb30BATh CIIEUAJIbHBIE 3AIUIIEHHBIE HOCUTEIHN KIIIOUEBOI
uHpopMaLuu (KJI0YeBble HOCUTENN), HallpuMep: e-token, cMapT-Kapra  T.11.;

16) kpaiiHe BHMMATEIbHO OTHOCUTHCS K KIIIOUEBOMY HOCHUTENIO, HE OCTaBIIATH €ro 0e3
IPUCMOTpPA U HE MepeiaBaTh TPETbUM JIMLIAM, U3BJIEKATh HOCUTEIU U3 KOMIIBIOTEPA, €CIU OHU
(KJIIOUEBbIE HOCUTEIIN) HE UCIIONB3YIOTCS sl paOOTHI;

17) He pasrnamarh MH(OPMAIMIO, KOTOpash MOXET IOBJI€Yb HECAHKIMOHUPOBAHHbIN
JOCTYIl K CHCTeMaM, KOH(UISHIMANbHON WHGPOpMAanWu WM (DUHAHCOBBIM OIEPAUsIM, IO
Tesie(hOHY WU 3JIEKTPOHHOM MOYTe;

18) He wcmonmp30BaTh MONKIIOYEHHE K myOnmuHbiM cetsim  cBsizu  (WiFi) mms
OCYILECTBIICHHs (PMHAHCOBBIX OIEpaluii UK Nepeadd KOH(QUIeHInaNbHOW HHpOpMaLnY;

19) cobmogaTh MPUHIMIT Pa3yMHOTO PACKPBITUS WACHTU(PHUKAIMOHHBIX JAaHHBIX, B TOM
qucie NepCOHAbHBIX IaHHBIX (B ciydae 3arpoca y Kinuenra ykazaHHON MH(OpMaIu B CBSI3U €
OKa3aHUEM YCIyr YIpaBiSAIOMIEW KOMIIaHWeW, KIMeHTy peKOMEeHIyeTcs MO BO3MOKHOCTHU
OLIEHUTh CUTYallMI0O M YTOYHUTh IOJHOMOYMS 3alpallliBAIOLIEr0 JUIa U MHpoLexypy
IIPEIOCTABIICHUS 3alpalliiBaeMoi HH(OpMaLIMY Yepe3 HE3aBUCUMBIN KaHall CBA3H, HAalIpUMeEp, 110
KOHTAKTHOMY TeJie(oHy YTpaBisiomeil KoOMIaHUH);

20) mpu MOAO3PEHUH B HECAHKIIMOHUPOBAHHOM OOpaIICHUH TPETHEro JHIa OT UMEHH
Knuenrta pans  nomydeHus ycnyr Ynpasmstomeidl  komnanuu, KiumeHty  Heo6xomumo
He3aMeUINTEIbHO 00paTUThCS B Y IPABIIAIONIYI0 KOMIIAHHIO;

21) ocymiecTBIATh 3BOHKM UM HampaBisATh IOYTOBBIE COOOIIEHUS (B TOM 4YHCIE
AJIEKTPOHHBIE) B YTMPABIAIONYI0 KOMIAHMIO TOJBKO IO HOMEpY TeledoHa, MOYTOBOMY U
AJIEKTPOHHOMY aJipecy, yKa3aHHbIM Ha caiiTe Ympapistomed KoMnaHuM B ceTu MHTepHer
http://ingriafunds.ru/ (ot nmuua Ynpapnsromield KOMIAHHA HE MOTYT MOCTYNAaTh 3BOHKH WU
coo011eHus1, B KOTOpbIX OoT Kinenra TpeOyroT npeaocTaBuTh HACHTU(UKATOPHI JOCTYIIA).



